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Overview

Location privacy

The claim of individuals to determine for themselves when,
how, and to what extent information about their location is
communicated to others. (After Westin, 1967)

Location-aware systems

Location-aware systems utilizes information about a mobil
user's current location to provide more relevant informatio
and services to that user.
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Location-based services

I Location-based services (LBS) are
speci ¢ applications of location-aware
technology, amongst fastest growing
ICT areas

I Already many familiar LBS and that
generate and collect location
information

I Increasing use of digital wireless
communication

| Spatial is special: location
information must be treated di erently
from other types of information
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E ects of a lack of location privacy

Inability to safeguard location privacy has the potential to
retard the development and uptake for bene cial applications,
from elder care to location-based gaming

I Location-based \spam" : Unsolicited marketing based on
location

I Personal wellbeing and safety: Stalking or physical attacks

I Intrusive inferences: Location constrains access to
resources, and can be used to infer other personal informatio
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Privacy protection

Proscriptive strategies

Regulatory strategies Privacy policies
Establish and enforce Annotate location
rules for fair use of information with
location information specification of
acceptable use
Obfuscation
Deliberately _ Anonymity
degrade location . L. )
information quality Dissociate identity
from location

Information hiding strategies
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Regulatory strategies

I Status of location information in legislation is not always
explicit (e.g., \personal information = information ... abdu
an individual whose identity is apparent, or can reasonaisy
ascertained, from the information ..." Privacy Act 1988)

I \There are limits to privacy protection”

I Fair information principles di cult to apply to location
information, especially:

Openness and transparency
Choice and participation
Data quality

Accountability
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I E.g., IETF GeoPriv, W3C P3P, ...

I Ultimately rely on trust and are vulnerable to inadvertent or
malicious information disclosure
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Anonymity is dissociation of identity from other personal
information

Typically rely on a trusted broker to anonymize data

Identity can be inferred from location (especially locatiover
time)
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Obfuscation

Obfuscation (\spatial data hiding") concerns the practioaf
deliberately using low quality location information to pett
privacy

Degrading quality might mean increasing:

I Imprecision (e.g., \I| am located in Sydney")
I Inaccuracy (e.g., \l am located in Coogee Bay")
I Vagueness (e.g., \l| am located near UNSW SSIS Dept")

Obfuscation uses the fact that we often haweore
information than we need to answer a query

Individuals control their level of privacy using obfusceti

The objective of using obfuscation is to balance the quabfy
location-based service against the level of privacy: \pcryas
about balancing interests ... rarely absolute"
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o Payless
Chemist

Terry White
Chemist

My Chemist

A: My Chemist"

Remote location-
based information
service provider

Q: "l am in City Centre Park.
Where is the closest
dispensing chemist?"
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nirastructure

o Location-based service
Positioning system provider
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Proximity queries:

w Where is the closest
hospital?

w Where is the next fare
waiting for a taxi?

w Subscribe me to location-
based content ...

Location-aware system
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Positioning systems

Wide range of positioning systems able to track individual's
location with high levels of spatial and temporal precision and
accuracy.
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Positioning systems

Wide range of positioning systems able to track individual's
location with high levels of spatial and temporal precision and
accuracy.

I Client-based: Position is computed autonomously on the
client device (e.g., GPS)

I Network-based: Position is computed using network
infrastructure, possibly intrinsic to another servicede.cell
phone, RFID)

I Network-assisted: Position is computed using a combination
of network infrastructure and client-based computation (e.g
AGPS)
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User interface

£ | Etmer's Obfuscator {6035 n|
|
POl CITY x| Privacy [VewHigh =]

Ready. .

I Example nearest neighbor and
routing queries

I User selects broad privacy
category (e.g., medium privacy

1 city block)
SEND REQUEST ‘ 209347 E. 5988589 N

tr wf[JO“]\r —

I Location-based service may
respond with estimate of
quality of service

e vor
MELBOURNE

1417125



0 L &
—&—C (compact) strategy
——E (elongated) strategy
5 —*—L (lying) strategy

<
<
3
210
=1
@
H
215
@
5
2
©
220
o
[
2
I
a
E=
o2
8
2
3

30

1 10 100 1000

Level of privacy (median size of final obfuscation after 100 simulations)

THE UNIVERSITY OF
MELBOURNE

( HHHHHHH -




Introduction Location privacy protection Obfuscation Discussion

Counter strategies

I External agents may use assumptions about an individual's
movement to re ne its knowledge about an individual's
location

I Existing research primarily focused on single or static queries

I Work on obfuscation requires both strategies for location
privacy protection and counter strategies for invasion of
location privacy

I E.g., legitimate tracking by law enforcement agency
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Level of inaccuracy in service (QoS)
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Decentralized privacy-aware LBS
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Conclusions

I Location is an important item of sensitive and personal
information

I Changing positioning and computing technology is enabling
the capture and dissemination of individual's location
information in a way never before possible

I Protecting location privacy requires a suite of strategiesth
regulatory and technological

I Mobility presents the big research challenges to obfusmati
yet to be solved
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